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Cyber Essentials vs ISO 27001

Understanding the differences between the UK's two most important security
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Overview: Two Different Approaches to Security

UK organisations face a growing need to demonstrate their cybersecurity cr

edentials — whether to win government contracts, satisfy client

requirements, or protect their own data. The two most important certifications in the UK market are Cyber Essentials (and its advanced variant,

Cyber Essentials Plus) and ISO 27001. While both aim to improve security, th

ey differ significantly in scope, cost, complexity, and approach.

What is Cyber Essentials?

A UK Government-backed certification scheme overseen by the NCSC
and IASME Consortium. It focuses on five specific technical controls that
protect against the most common internet-based cyber attacks.

AN

Two levels: CE (self-assessment) and CE+ (independent technical
audit)

N

Focuses on 5 technical controls: firewalls, secure configuration,
patching, access control, malware protection

AN

Designed to be accessible for SMEs

N

Required for many UK Government contracts

AN

Annual certification with full reassessment

I Side-by-Side Comparison

What is ISO 270012

An international standard for Information Security Management Systems
(1sMS) published by the International Organization for Standardization. It
provides a comprehensive framework for managing information security
risks across an entire organisation.

<

Full ISMS covering people, processes, and technology

AN

93 controls across 4 categories (Annex A, 2022 revision)

AN

Risk-based approach to information security

N

Internationally recognised across all industries

N

3-year certification cycle with annual surveillance audits

CRITERIA CYBER ESSENTIALS [ CE+ 1SO 27001
. . Full information security management system (ISMS)
Scope 5 technical controls focused on internet-based threats . N
covering all risks
. . £10,000 - £50,000+ (consultcmcy, implementation, and
Cost £300 - £3,000 (depending on org size and CE vs CE+) )
audit fees)
Timeline 2 -12weeks from start to certification 6 — 18 months for initial implementation and certification
o . . . High — requires policies, risk assessments, management
Complexity Moderate — primarily technical controls A q R
commitment, internal audits
3-year cycle — initial cert + annual surveillance +
Renewal Annual — full reassessment every 12 months e
recertification at year 3
. R International — recognised globally across all industries
Recognition UK Government contracts, NHS, UK defence supply chain )
and geographies
R . . Entire information security management — governance,
Focus Technical controls — what is configured on your systems X
risk, people, and technology
Key Takeaway

Cyber Essentials is a technical baseline — it ensures your systems are configured securely against common threats. ISO 27001 is ¢ management
framework — it ensures your entire organisation manages information security risks systematically. They are not competitors; they are complementary.



2 Which Certification Do You Need?

Use this decision framework to determine the right starting point for your organisation.

Decision Flowchart

UM MU LT LU C S es — You need SHAT T ot minimum. Many contracts require CE+ specifically. This is often a

mandatory prerequisite before you can even bid.

| (_

PENCENEUCICECU BT NIE QT NELCIE I CE R Y TEEI EUIC Y es - You need [ESPYATIM International clients and partners typically expect ISO 27001
as the benchmark for information security maturity. CE is less recognised outside the UK.

‘ ‘_

Are you a startup or SME wanting baseline security quickly? PSSR . It is faster, more affordable, and provides a solid technical
foundation. You can build towards ISO 27001 later as you grow.

RN EELR G R CU S I G ERE VA CTE W C R IEN Sl Ve s - Pursue [ESPYLIIM Enterprise procurement teams, particularly in financial
services, technology, and healthcare, increasingly require ISO 27001 as a supplier
condition.

‘_ ‘

Can you pursue both certifications?  [YNTIWA CE + IS0 27 is a powerful combination. CE provides the technical baseline and satisfies UK
Government requirements, while ISO 27001 demonstrates comprehensive security management to international clients.
CE is an excellent stepping stone to ISO.

Common Misconception

Some organisations believe that achieving ISO 27001 automatically covers Cyber Essentials. This is not the case. ISO 27001 and Cyber Essentials are
separate certification schemes with different assessment bodies and criteria. You must apply for and pass each certification independently, even though
there is significant overlap in the underlying controls.

3 Cost & Resource Comparison

Understanding the true investment required for each certification path.

COST COMPONENT BER ESSENTIALS [ CE+ 1S0 27

Certification fee £300 - £600 (CE self-assessment) £5,000 - £15,000 (Stage 1 + Stage 2 audit)
Assessment [ audit £1,600 - £3,000 (CE+ technical audit) £3,000 - £8,000 (annual surveillance)
Consultancy support £1,000 - £5,000 (optional, recommended) £10,000 - £30,000 (implementation support)
Internal resource 1-2 people, part-time for 2-12 weeks Dedicated project lead for 6-18 months

Continuous ISMS management, internal audits,

Ongoing maintenance Annual reassessment preparation surveillance audits
Tooling Vulnerability scanner (may be included) GRC platform, risk register, document management
Total first-year cost (typical SME) £1,500 - £5,000 £15,000 - £50,000+

Budget Reality Check

For SMEs with fewer than 50 employees, Cyber Essentials Plus typically costs between £2,000 and £5,000 all-in with consultancy support. ISO 27001 for the
same organisation will typically cost £15,000-£30,000 in the first year. Factor in ongoing maintenance costs when budgeting — ISO 27001 requires
continuous effort, not just a one-off project.
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try-Specific Requirements

Different sectors have different expectations. Here is what each industry typically requires.

NOTES

INDUSTRY

Public Sector
NHS & Healthcare
Financial Services

Legal

Technology / Saas

Construction i

Defence

Education

CE REQUIRED?

Recommended

Increasingly Required

Recommended

Required for Govt

ISO 27001?

Optional but valued

Recommended

Often Expected

Preferred for large firms

Expected for Enterprise

Optional

Often Required

Optional

5 The CE - ISO 27001 Pathway

CE/CE+ is mandatory for contracts involving personal or
sensitive data. ISO 27001 increasingly expected for larger
contracts.

CE is required for Data Security and Protection Toolkit (DSPT)
alignment. ISO 27001 expected for larger NHS suppliers and
digital health providers.

FCA does not mandate either, but ISO 27001 is widely
expected by banks and insurers for third-party suppliers. CE
is a good baseline.

Law Society and SRA encourage CE. Large law firms and
those handling sensitive cases increasingly pursue ISO
27001.

Enterprise clients almost universally expect ISO 27001 (or
SOC 2) from Saas providers. CE is a good starting point.

CE required for government subcontracts and increasingly
expected in major infrastructure projects.

Defence Cyber Protection Partnership (DCPP) mandates CE.
Larger defence contracts often require ISO 27001
additionally.

DfE recommends CE for schools and academies. Universities
handling research data may need ISO 27001.

Cyber Essentials is an excellent stepping stone to ISO 27001. Here is how the CE controls map to ISO 27001 Annex A.

If you have already achieved Cyber Essentials or CE+, you have a head start on ISO 27001. The five CE technical controls map directly to several

ISO 27001 Annex A controls. The additional work for ISO 27001 focuses on governance, risk management, documentation, and the broader

organisational processes around security.
I Control Mapping: CE - ISO 27001 An

CE CONTROL

Firewalls
Secure Configuration

Security Update Management
User Access Control
Malware Protection

I What ISO 27001 Adds Beyond CE

nex A (2022)

1SO 27

ANNEX A MAPPING

A.8.20 Network Security
A.8.21 Security of Network Services

A.8.9 Configuration Management
A.8.19 Installation of Software

A.8.8 Management of Technical Vulnerabilities
A.8.19 Installation of Software

A.5.15 Access Control
A.5.16 Identity Management
A.8.2 Privileged Access Rights

A.8.7 Protection Against Malware

ADDITIONAL ISO REQUIREMENTS

Network segmentation strategy, monitoring,
documented network architecture

Baseline configuration standards, change
management process, hardening guides

Formal vulnerability management process, risk-rated
patching, vulnerability scanning programme

Formal access control policy, identity lifecycle
management, access reviews, segregation of duties

Malware incident procedures, user awareness, multiple
defence layers documented

Governance & Management

v Information security policy framework
v Risk assessment methodology

v Statement of Applicability (SoA)

v Management review and commitment
v Internal audit programme

v Continual improvement process

The Smart Path

Operational Controls

AN

N

N

<

AN

AN

Asset management and classification
Supplier security management
Business continuity planning

Physical security controls

HR security (screening, training)

Incident management procedures

For most UK SMEs, the recommended approach is: 1) Achieve Cyber Essentials to establish baseline technical controls. 2) Progress to CE+ for independent
verification. 3) Use CE as the foundation for an ISO 27001 ISMS implementation. This staged approach spreads cost and effort, builds internal capability
progressively, and satisfies UK Government requirements along the way.
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6 Certification Process Comparison

Understanding what each certification process involves from start to finish.

Cyber Essentials Plus Process 1SO 27001 Process

<

v Step I: Define scope (devices, users, networks) Step 1: Gap analysis against ISO 27001 requirements

AN

Step 2: Implement 5 technical controls

AN

Step 2: Define ISMS scope and context

AN
N

Step 3: Complete CE self-assessment questionnaire Step 3: Risk assessment and treatment plan

AN

Step 4: Obtain CE certificate

N

Step 4: Develop policies and procedures

N
N

Step 5: Schedule CE+ technical assessment Step 5: Implement controls (Annex A)

AN
<

Step 6: Undergo hands-on audit (remote/on-site) Step 6: Staff training and awareness

AN
AN

Step 7: Remediate any findings Step 7: Internal audit

v Step 8: Receive CE+ certificate (12 months)

AN

Step 8: Management review

N

T NS Step 9: Stage 1 audit (documentation review)

N

People involved: IT team, senior responsible officer Step 10: Stage 2 audit (implementation audit)

<

Step 11: Certificate issued (3-year cycle)

Timeline: 6-18 months
People involved: All departments, management, external auditor

7 Pros and Cons Summary

I Cyber Essentials / CE+ — Strengths & Limitations

STRENGTHS LIMITATIONS

Fast to achieve (weeks, not months) UK-focused — limited international recognition

Affordable for SMEs (£300-£3,000) Narrow scope — only covers 5 technical controls

Directly addresses most common attack vectors Does not address governance, risk management, or people
Required for UK Government contracts Annual full reassessment (no surveillance model)

Clear, prescriptive requirements May not satisfy enterprise client security questionnaires

I 1SO 27001 — Strengths &L

STRENGTHS LIMITATIONS

Internationally recognised and respected Expensive (£15,000-£50,000+ first year)

Comprehensive — covers all aspects of information security Time-intensive (6-18 months to implement)

Risk-based — tailored to your specific threats Requires ongoing management and dedicated resource
Satisfies most enterprise and international client requirements Documentation burden can be significant

3-year certification with annual surveillance (less disruptive) Does not automatically satisfy UK Government CE requirements

Don't Choose Based on Cost Alone

The right certification depends on your business objectives, client requirements, and growth plans — not just your budget. A £2,000 CE+ certificate that
wins you a £500,000 government contract is far better value than saving money by doing nothing. Similarly, investing £25,000 in ISO 27001 can unlock
enterprise clients worth millions in recurring revenue.

Our Recommendation for Most UK SMEs

Start with Cyber Essentials Plus. It provides immediate, tangible security improvements, satisfies UK Government requirements, and gives you a
foundation for ISO 27001 when the time is right. If you are already selling to enterprise clients internationally or plan to within 12 months, begin ISO 27001
planning in parallel.




8 Quick-Reference Decision Matrix

Use this matrix to make your certification decision based on your specific circumstances.

YOUR SITUATION RECOMMENDATION RATIONALE

CE | CE Maximum security improvement for minimum investment.
+

Small business, limited budget, UK-focused clients N
Meets UK requirements.

Lo Non-negotiable requirement. Start immediately if you do
Bidding for UK Government or NHS contracts CE+ (mandatory) K
not have it.
R . . . Enterprise procurement teams require ISO 27001 or SOC 2 as
Saas provider selling to enterprise clients 1SO 27001 standard

) . R ) ) CE+ for quick wins and UK compliance. ISO 27001 for
Growing company with UK and international clients CE+ then I1SO . o -
international credibility.
R L " CE+ mandated by DCPP. ISO 27001 expected for sensitive
Defence supply chain participant Both Required
defence contracts.
Quick, affordable, demonstrates security commitment to
Start: king first it dential CE first 0 N
artup seeking first security credentia investors and early clients.
L ) - . Formalises existing practices. CE+ can be added easily
Large organisation with existing security programme 1S0 270 .
alongside I1SO.
. . CE+ for baseline compliance. ISO 27001 for regulatory
Regulated industry (flnunce, healthcare, Iegol) Both Recommended N .
alignment and client trust.

Frequently Asked Questions

- Does ISO 27001 include Cyber Essentials? No. They are separate certifications. However, an organisation with ISO 27001 will find CE+
straightforward to achieve as most controls overlap.
- Canlget both at the same time? Yes. Many organisations pursue CE+ first (2-12 weeks) and then use it as a foundation for ISO 27001 (6-18

months). Some pursue both in parallel.

13

Do I need a consultant? For CE/CE+, consultancy is optional but recommended. For ISO 27001, external consultancy support is strongly
recommended for first-time implementation.

{

How long do certifications last? CE/CE+ is valid for 12 months and requires full reassessment. ISO 27001 is a 3-year cycle with annual
surveillance audits.

{

What if  fail the assessment? CE+ offers a remediation window (typically 30 days) to fix issues and be retested. ISO 27001 may issue
minor/major non-conformities that must be resolved before certification is granted.

{

Is Cyber Essentials enough for GDPR compliance? CE helps demonstrate "appropriate technical measures” under GDPR Article 32, but it does
not cover all GDPR requirements (data mapping, DPIA, privacy notices, etc.).

Cloudswitched CE+ Services Cloudswitched ISO 27001 Support

v Gap analysis and readiness assessment v Gap analysis against ISO 27001:2022

v Technical controls implementation

AN

Risk assessment methodology design

v Pre-assessment vulnerability scanning

N

Policy and procedure development

v Assessment coordination and support

N

ISMS implementation support

N

v Remediation guidance if needed Internal audit preparation

<

v Annual renewal planning Certification audit readiness review

Not Sure Which Certification to Pursue? www.cloudswitched.com/services/cyber-

Cloudswitched provides both CE+ certification services and IS 01 consultancy support. Let us help you choose essentials

the right path.




