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Cloud Disaster Recovery Template

How to Use This Template

Complete each section with your IT team. Define recovery targets based on business impact analysis. Document failover procedures step by step. Schedule
regular testing to validate the plan. Review after every test and after any significant infrastructure change.

Business Impact Analysis

Assess the business impact of each system being unavailable to set appropriate recovery targets.

SYSTEM/SERVICE BUSINESS IMPACT OF OUTAGE MAX TOLERABLE DOWNTIME DATA LOSS TOLERANCE

Email (Microsoft 365) Communication failure, client impact 4 hours Zero Critical
ERP [ Line-of-Business App Cannot process orders/invoices 2 hours 1hour Critical
File Server / SharePoint Cannot access documents 8 hours 4 hours High
Website Customer-facing impact, revenue loss 1 hour Zero Critical
Phone System Cannot receive calls 4 hours N/A High

2 Recovery Objectives

Define RTO and RPO for each system based on the business impact analysis.

RTO (Recovery Time Objective): Maximum acceptable time to restore a system after a disaster.
RPO (Recovery Point Objective): Maximum acceptable data loss measured in time (e.g., RPO of 1 hour means you accept losing up to 1 hour of
data).

SYSTEM RTO TARGET RPO TARGET AZURE DR METHOD
Azure Site Recovery £
Azure Backup £
Geo-Redundant Storage £
Azure SQL Geo-Replication £
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3 Azure DR Architecture

Document the Azure services and configuration that deliver your DR capability.

Primary Azure Region:

DR Azure Region:

Recovery Vault Name:

Replication Frequency:

I Azure Site Recovery Configuration

Source Resource Group:

Target Resource Group:

VMs Protected:

Replication Policy:

Recovery Plan Name:
I Azure Backup Configuration

Backup Vault:

Backup Policy:

Retention (Daily/Weekly/Monthly/Yearly):

Multi-Region Strategy
Deploy your DR environment in a different Azure region from your primary (e.g., UK South primary, UK West DR). This protects against regional Azure outages.
Use Azure Site Recovery for VM replication and Azure SQL Geo-Replication for databases.
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4 Failover Procedures

Document step-by-step procedures for initiating and completing a failover.

I Decision to Failover

Who authorises failover:

Criteria for failover decision:

Communication plan:

I Failover Steps

E] Step 1: Confirm primary site is unrecoverable within RTO
E] Step 2: Notify all stakeholders of DR activation

E] Step 3: Initiate Azure Site Recovery failover

E] Step 4: Verify all VMs are running in the DR region

E] Step 5: Update DNS records to point to DR environment
E] Step 6: Test application functionality and data integrity
E] Step 7: Confirm DR environment is fully operational

E] Step 8: Notify users that systems are available from DR site

I Failback Procedure

Document the process for returning to the primary site once the issue is resolved. This includes re-protecting VMs, replicating data back, and
performing a planned failover to the primary region.

Notes

5 Testing Schedule & Log

TEST TYPE QUENCY LAST TESTED RESULT

Tabletop exercise Quarterly Pass / Fail
Azure Site Recovery test failover Quarterly Pass / Fail
Backup restore test Monthly Pass / Fail

Need Cloud DR Designed and Tested? info@cloudswitched.com

cloud engineers gn, implement, and st Azure disaster recovery solutions for UK busin
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